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FIG. 2
LOCATION INFORMAT ION
{D |SUB-ID [TEM TYPE ITEM NAME (ITEM VALUE)
1 1 SERVER VARIABLE [REMOTE_ADDR |http://example. com/appl/
1 SERVER VARIABLE |REMOTE_ADDR |http://localhost/
2 _______________________________________________________
2 HTTP HEADER REFERER http://example. com/app2/
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FIG. 4 (a)
APPLICATION NUMBER APPLIGATION NAME URL
1 APPLICATION A http://example. com/app2/
12 APPLIGATION B http://example. com/appl/
FIG. 4 (b)
APPL ICATION LOGATION |NFORMATION
[D |SUB-ID NUMBER ITEM TYPE ITEM NAME (1 TEM VALUE)
1 2 SERVER VARIABLE|REMOTE_ADDR |http://example. com/appl/
1 - SERVER VARIABLE |REMOTE_ADDR |http://localhost/
2 _______________________________________________________________ -
2 1 HTTP HEADER REFERER http://example. com/app2/
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FIG. 5 (a)
APPLIGATION NAME URL

APPLICATION C http://example. com/app3/

FIG. 5 (b)

LOCATION |NFORMAT ION
ID ITEM TYPE | TEM NAME (I TEM VALUE)
1 SERVER VARIABLE |REMOTE_ADDR |http://localhost/
2 HTTP HEADER REFERER http://example. com/app3/
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MULTIFUNCTION PERIPHERAL AND
STORAGE MEDIUM

This Nonprovisional application Claims priority under 35
U.S.C. §119(a) on Patent Application No. 2010-237453 filed
in Japan on Oct. 22, 2010, the entire contents of which are
hereby incorporated by reference.

TECHNICAL FIELD

The present invention relates to a multifunction peripheral
which is connected with a control server and executes a con-
trol command generated by application software stored in the
control server.

BACKGROUND ART

A multifunction peripheral, which has a plurality of func-
tions such as a copying function, a scanning function, a print-
ing function, and a fax sending/receiving function, has con-
ventionally been known. In recent years, such a multifunction
peripheral is connected with a control server (application
server), or the like via acommunication network so as to carry
out various kinds of processes. Specifically, the multifunction
peripheral serves as a part of a total application system in
which the multifunction peripheral functions in cooperation
with application software (hereinafter, simply referred to as
“application”) which is operated on the control server. This
makes it possible to easily establish a flexible system in which
the functions of the multifunction peripheral and the func-
tions of the control server appropriately cooperate with each
other.

In such a system, the application in the control server
transmits a control command to the multifunction peripheral
so thata web server of the multifunction peripheral carries out
a process corresponding to the control command. In other
words, the functions of the multifunction peripheral are con-
trolled by the application in the control server.

Moreover, in view of security maintenance, the multifunc-
tion peripheral as described above is sometimes set to execute
a control command supplied from a highly reliable applica-
tion (i.e., an application developed by a highly reliable ven-
dor) but to prohibit execution of a control command received
from a hardly-reliable application. For example, there is a
method in which a control command, which contains a secu-
rity identifier (e.g., avendor key) indicative of a validity of the
control command, is transmitted from an application to a
multifunction peripheral, and then, on the multifunction
peripheral side, whether or not to execute the control com-
mand is judged by checking the validity of the security iden-
tifier contained in the received control command.

In the method, however, the security identifier is transmit-
ted via a communication path. In view of this, in a case where
communication data can be intercepted in the employed com-
munication path, it is necessary to encrypt the communication
data (e.g., a control command) by using an encryption proto-
col such as an SSL (Secure Socket Layer). This causes a
problem that the method cannot be applied to an application
which cannot carry out a process using the encryption proto-
col.

CITATION LIST
Patent Literature
Patent Literature 1

Japanese Patent Application Publication, Tokukai, No. 2002-
259339 (Publication Date: Sep. 13, 2002)
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2
SUMMARY OF INVENTION

Technical Problem

Patent Literature 1 discloses an access-restriction program
which permits an access to/from only a URL (Uniform
Resource Locator) which has been authorized in advance.
However, the access-restriction program has a problem that
information other than the control command is also to be
blocked in a communication with an access-restricted URL.
In a case where, for example, the access-restriction program
is applied to the above-described multifunction peripheral,
there is a problem that a user cannot browse a site via the
multifunction peripheral, and status information (indicative
of a status of the multifunction peripheral), which is trans-
mitted from the multifunction peripheral to the control server,
is to be blocked.

The present invention is accomplished in view of the prob-
lems, and its object is to provide a multifunction peripheral
which does not prohibit execution of a control command
transmitted by highly-reliable software but prohibits execu-
tion of a control command transmitted by hardly-reliable
software, while communication of information other than the
control command is not blocked.

Solution to Problem

In order to attain the object, a multifunction peripheral of
the present invention includes: an execution permission judg-
ing section which judges whether or not to permit execution
of'a control command received from software; and a storage
section which stores at least one piece of location information
each indicative of a storage location of software which trans-
mits a control command whose execution is permissible, the
execution permission judging section including: a storage
location detecting section which detects a storage location of
the software which has participated in the transmission of the
control command received, a judgment section which judges
whether or not the storage location indicated by the location
information is detected by the storage location detecting sec-
tion, and a command permitting/prohibiting section, in a case
where the judgment section determines that the storage loca-
tion indicated by the location information is not detected by
the storage location detecting section, the command permit-
ting/prohibiting section prohibiting execution of the control
command received, or in a case where the judgment section
determines that the storage location indicated by the location
information is detected by the storage location detecting sec-
tion, the command permitting/prohibiting section permitting
execution of the control command received.

Advantageous Effects of Invention

According to the configuration of the present invention, it
is possible to prohibit, without prohibiting execution of a
control command transmitted from highly-reliable software,
execution of a control command transmitted from hardly-
reliable software, provided that the storage section stores
location information indicative of a storage location of the
highly-reliable software but does not store location informa-
tion indicative of a storage location of the hardly-reliable
software. Moreover, in the present invention, only execution
of'a control command is prohibited in a case where the judg-
ment section determines that the storage location indicated by
the location information stored in the storage section is not
detected by the storage location detecting section. In other
words, it is not prohibited to carry out information commu-
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nication with software which has participated in the transmis-
sion of the control command whose execution is prohibited.
The multifunction peripheral of the present invention there-
fore makes it possible to prohibit execution of a control com-
mand transmitted from hardly-reliable software but not to
prohibit execution of a control command transmitted from
highly-reliable software, while communication of informa-
tion other than the control command is not blocked.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram illustrating a configuration of a
multifunction peripheral control system of an embodiment of
the present invention.

FIG. 2 illustrates an example of a judgment table stored in
a storage section included in a multifunction peripheral of the
embodiment of the present invention.

FIG. 3 is a flowchart illustrating processes carried out by a
web server section shown in FIG. 1 when the web server
section receives a control command.

FIG. 4(a) illustrates an application registration table used
in a modification example, and FIG. 4(4) illustrates a judg-
ment table used in the modification example.

FIG. 5(a) illustrates a table indicating an application name
and a URL contained in an application package, and F1G. 5(6)
illustrates a table indicating an item type, an item name, and
location information contained in an application package.

FIG. 6 is a flowchart illustrating processes carried out for
registering, on the judgment table in the storage section,
location information and the like corresponding to a certain
application.

DESCRIPTION OF EMBODIMENTS

The following describes an embodiment of the present
invention, with reference to FIGS. 1 through 6. In the follow-
ing description, an embodiment of a multifunction peripheral
control system of the present invention is discussed.
<Configuration of Multifunction Peripheral Control System
100>

FIG. 1 illustrates a configuration of a multifunction periph-
eral control system of the present embodiment. A multifunc-
tion peripheral control system 100 of the present embodiment
includes a multifunction peripheral 1 and an information
processing device 3 which are connected with each other via
a communication network 50 (see FIG. 1). The multifunction
peripheral control system 100 may include, of course, a num-
ber of multifunction peripherals 1 and also a number of infor-
mation processing devices 3.

Note that the communication network 50 can be a LAN
(Local Area Network), a serial cable, the Internet, or other
wired or wireless communication line. The multifunction
peripheral 1 and the information processing device 3 commu-
nicate with each other by the use of an HTTP (Hypertext
Transfer Protocol).

The multifunction peripheral 1 of the present embodiment
carries out various functions thereof in cooperation with
applications provided in the information processing device 3.

When, for example, a user inputs an activation request for
a desired application into the multifunction peripheral 1, the
activation request is sent from the multifunction peripheral 1
to the information processing device 3, and then the informa-
tion processing device 3 activates an application for which the
activation request has been issued. Subsequently, when the
application being activated in the information processing
device 3 transmits, based on the HTTP, a control command
(e.g., for scanning job, printing job) in an HTML (Hypertext
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Markup Language) format to the multifunction peripheral 1,
a web server section (execution permission judging section)
17 of the multifunction peripheral 1 receives the control com-
mand, and then judges whether or not to execute the control
command. In a case where the web server section 17 permits
the execution of the control command, a corresponding sec-
tion(s) of the multifunction peripheral 1 is(are) operated
based on the control command.

In a case where, for example, an application in the infor-
mation processing device 3 is activated in response to an
activation request supplied from the multifunction peripheral
1, the application transmits HTML data indicative of an
operation screen of the application to the multifunction
peripheral 1. A web browser section 15 of the multifunction
peripheral 1 receives the HTML data from the information
processing device 3, and then causes a display section 115 to
display the operation screen indicated by the HTML data so
that a control command, which corresponds to an instruction
entered via the operation screen, is transmitted to the web
server section 17 (i.e., the control command is transmitted
from the web browser section 15 to the web server section 17
by cooperation between the web browser section 15 and the
application in the information processing device 3). Then, the
web server section 17 receives the control command and
judges whether or not to execute the control command. In a
case where the web server section 17 permits the execution of
the control command, a corresponding section(s) of the mul-
tifunction peripheral 1 is(are) operated based on the control
command.

The following describes details of the multifunction
peripheral 1 and the information processing device 3.
<Configuration of Multifunction Peripheral 1>

The multifunction peripheral 1 is a multifunctional appa-
ratus which integrally includes units such as a scanner, a
printer, and a facsimile machine and executes a number of
functions (e.g., scanning function, printing function, and
communication function). The multifunction peripheral 1
includes a device control section 10, an operation section 11,
an image reading section 12, an image forming section 13, a
first communication section 14, a web browser section 15, a
storage section 16, and a web server section 17.

The operation section 11 is a user interface which notifies
a user of various kinds of information (by displaying such
information) and accepts an input made by the user. The
operation section 11 includes (i) an input section 11a having
various kinds of input keys and (ii) a display section 115 such
as an LCD (Liquid Crystal Display). Note that the operation
section 11 can be a touch panel configured by integrating the
input section 11a and the display section 115.

The image reading section 12 includes a scanner and a
document carrying section which carries a document to the
scanner. The image reading section 12 reads, as image data,
objects (such as characters and images) which are indicated
on a document. The image forming section 13 is an electro-
photographic printer which prints an image corresponding to
image data supplied from an external device or the image
reading section 12.

The first communication section 14 is an interface which
communicates with an external device such as the informa-
tion processing device 3 via the communication network 50.
In the present embodiment, the first communication section
14 communicates with the information processing device 3
with the use of the HTTP. When the first communication
section 14 receives a control command (i.e., HTTP request)
from the information processing device 3, the first commu-
nication section 14 transmits the control command to the web
server section 17 via the device control section 10. Moreover,
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when the first communication section 14 receives HTML data
indicative of an operation screen from the information pro-
cessing device 3, the first communication section 14 transmits
the HTML data to the web browser section 15 via the device
control section 10.

The web browser section 15 is operated in accordance with
software of a web browser. The web browser section of the
present embodiment, in particular, receives HITML data
indicative of an operation screen from an external application
section 31 included in the information processing device 3,
and then causes the display section 115 to display the opera-
tion screen indicated by the HTML data. The web browser
section 15 transmits a control command, which corresponds
to an instruction entered via the operation screen displayed on
the display section 115, to the web server section 17 via the
device control section 10.

The storage section 16 is a storage device which stores
information such as (i) various kinds of information neces-
sary to control the multifunction peripheral 1 and (ii) image
data handled by the multifunction peripheral 1. In the present
embodiment, a judgment table shown in FIG. 2 is stored in the
storage section 16. Details of the judgment table will be
described later.

The device control section 10 controls the sections
included in the multifunction peripheral 1. Specifically, the
device control section 10 controls an operation of each of the
sections such as the operation section 11, the image reading
section 12, the image forming section 13, the first communi-
cation section 14, the web browser section 15, and the web
server section 17. The device control section 10 controls, for
example, the image reading section 12 to carry out a scanning
process for obtaining image data. Moreover, the device con-
trol section 10 controls the image forming section 13 to carry
out a printing process for forming an image, which is indi-
cated by inputted image data, on a sheet as an output.

The web server section 17 is operated in accordance with
software of a web server. Here, the web server is software
which provides a function of a server device constituting the
WWW (World Wide Web), which is an information system on
the Internet.

The web server section 17 of the present embodiment
judges whether or not to permit execution of a control com-
mand which can be (i) a control command (i.e., HTTP
request) received from the information processing device 3
via the first communication section 14 and the device control
section 10 or (ii) a control command received from the web
browser section 15 via the device control section 10. Note that
details of the judgment process carried out by the web server
section 17 will be described later.

In a case where the web server section 17 determines to
permit the execution of the control command, the web server
section 17 sends, to the device control section 10, an instruc-
tion on executing a process corresponding to the control
command. The device control section 10 which has received
the execution instruction causes a corresponding one(s) of the
sections of the multifunction peripheral 1 to carry out the
process corresponding to the control command. In a case
where, for example, a received control command is directed
to a scanning job, the device control section 10 causes the
image reading section 12 to carry out the scanning process.
Alternatively, in a case where a received control command is
directed to a printing job, the device control section 10 causes
the image forming section 13 to carry out a printing process.

On the other hand, in a case where the web server section
17 determines not to permit the execution of the control
command, the web server section 17 issues an error notifica-
tion indicating that the execution of the control command has
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not been permitted. In a case where an error notification is
issued for a control command transmitted from an application
in the information processing device 3, the error notification
is sent from the web server section 17 to the device control
section 10 and is then sent from the device control section 10
to the application. On the other hand, in a case where an error
notification is issued for a control command which has been
transmitted from the web browser section 15 in cooperation
with an application in the information processing device 3,
the error notification is sent from the web server section 17 to
the device control section 10 and is then sent from the device
control section 10 to the web browser section 15.

The device control section 10 which has received the error
notification causes the multifunction peripheral 1 not to carry
out a process corresponding to the control command. The
application in the information processing device 3 or the web
browser section 15 which has received the error notification
recognizes that the execution of the control command has not
been permitted.

Note that, in a case where the web browser section 15
receives the error notification, the web browser section 15
may notify a user of the error via the display section 114.

For example, it is possible that the web browser section 15
which has received an error notification transfers the error
notification to an application in the information processing
device 3 which had transmitted a control command in coop-
eration with the web browser section 15. Then, the applica-
tion which has received the error notification sends, to the
web browser section 15, an instruction on displaying an error
screen, and the web browser section 15 then causes, based on
the instruction, the display section 115 to display the error
screen.

Alternatively, it is possible that the web browser section 15
which has received an error notification sends a request for an
error screen to a cooperated application in the information
processing device 3. Then, the cooperated application which
has received the request sends HTML data indicative of the
error screen to the web browser section 15 so that the web
browser section 15 causes the display section 115 to display
the error screen.

Alternatively, it is possible that the web browser section 15
which has received an error notification causes the display
section 115 to display an error screen based on HTML data
which had already been received from a cooperated applica-
tion in the information processing device 3.

As described above, the multifunction peripheral 1 of the
present embodiment (a) carries out a process based on a
control command received from the information processing
device 3 or (b) (i) displays an operation screen indicated by
HTML data which has been supplied from the information
processing device 3 and then (ii) carries out a process based
on a control command which has been generated in the mul-
tifunction peripheral 1 when an instruction is entered via the
operation screen. In other words, the multifunction peripheral
1 carries out various kinds of processes in cooperation with
the information processing device 3.
<Configuration of Information Processing Device 3>

The following describes the information processing device
3. The information processing device 3 is a computer config-
ured by (i) an arithmetic processing section(s) such as a CPU
(Central Processing Unit) and/or a dedicated processor and
(i1) a storage device(s) such as a RAM (Random Access
Memory), a ROM (Read Only Memory), and/or a hard disk.
The information processing device 3 serves as a control
server for the multifunction peripheral 1. The information
processing device 3 includes a second communication sec-
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tion 30, the external application section 31, and an external
application storage section 32 (see FIG. 1).

The second communication section 30 communicates with
the multifunction peripheral 1 via the communication net-
work 50, with the use of the HT TP, which is a communication
protocol. The external application storage section 32 stores
various kinds of external applications 33 each of which con-
trols the multifunction peripheral 1.

When the external application section 31 receives, from the
multifunction peripheral 1, a request for activating one of the
external applications 33, the external application section 31
reads out the one of the external applications 33 from the
external application storage section 32 and then carries out
various kinds of information processing in accordance with
the one of the external applications 33.

For example, when the external application section 31
receives, from the multifunction peripheral 1, a request for
activating an external application 33, the external application
section 31 transmits HTML data, which indicates an opera-
tion screen of the external application 33, to the multifunction
peripheral 1. Alternatively, for example, when a user com-
mand, which has been entered via the operation section 11 of
the multifunction peripheral 1, is transmitted from the multi-
function peripheral 1 to the information processing device 3,
the external application section 31 generates a control com-
mand by carrying out an information processing based on the
user command and then transmits the generated control com-
mand to the multifunction peripheral 1 via the second com-
munication section 30.
<Web Server Section 17>

The following describes details of how the web server
section 17 of the multifunction peripheral 1 carries out pro-
cesses. The web server section 17 includes a storage location
detecting section 17a, a judgment section 174, and a com-
mand permitting/prohibiting section 17¢ (see FIG. 1).

The storage location detecting section 174 is a block which
detects, when the web server section 17 receives a control
command, a URL (i.e., a storage location) of software which
has participated in a transmission of the received control
command. Note that, in a pattern where a control command is
transmitted from an external application 33 in the information
processing device 3 to the web server section 17, the external
application 33 is assumed to be software which has partici-
pated in the transmission of the control command (hereinaf-
ter, this pattern is sometimes referred to as “first pattern™).
Alternatively, in a pattern where the web browser section 15
(i) causes the display section 115 to display an operation
screen indicated by HTML data supplied from the informa-
tion processing device 3 and then (ii) transmits, to the web
server section 17, a control command generated when an
instruction is entered via the operation screen, a cooperated
external application 33 of the information processing device
3 and a web browser of the web browser section 15 are
assumed to be software which has participated in the trans-
mission of the control command (hereinafter, this pattern is
sometimes referred to as “second pattern™).

The storage location detecting section 17a detects, by
referring to a server variable “REMOTE_ADDR” generated
by the web server of the web server section 17, a URL of
software which is communicably connected with the web
server section 17. Specifically, in the first pattern where a
control command is transmitted from an external application
33 in the information processing device 3 to the web server
section 17, the storage location detecting section 17a detects
a URL ofthe external application 33 by referring to the server
variable “REMOTE_ADDR”. Alternatively, in the second
pattern where a control command is transmitted from the web
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browser section 15 to the web server section 17, the storage
location detecting section 17a detects a URL of the web
browser of the web browser section 15 by referring to the
server variable “REMOTE_ADDR”.

When the web browser section 15 transmits, to the web
server section 17, a control command corresponding to an
instruction entered via an operation screen displayed on the
display section 115, the web browser section 15 writes, into
an HTTP header “REFERER” of the control command, a
URL of an external application 33 from which HTML data of
the operation screen has been supplied. With the configura-
tion, the storage location detecting section 17a detects, by
referring to the HTTP header “REFERER” of the received
control command, the URL of the external application 33
which has supplied the HTML data to the web browser sec-
tion 15.

In summary, in the first pattern where a control command is
transmitted from an external application 33 in the information
processing device 3 to the web server section 17 of the mul-
tifunction peripheral 1, the storage location detecting section
17a detects a URL of the external application 33 by referring
to the server variable “REMOTE_ADDR”. On the other
hand, in the second pattern where the web browser section 15
(i) causes the display section 115 to display an operation
screen indicated by HTML data supplied from the informa-
tion processing device 3 and then (ii) transmits, to the web
server section 17, a control command generated when an
instruction is entered via the operation screen, the storage
location detecting section 17a detects (a) a URL of the web
browser section 15 by referring to the server variable
“REMOTE_ADDR?” and (b) a URL of a cooperated external
application 33 by referring to the HTTP header “REFERER”
of the control command. That is, the URL of the external
application 33 is detected in the first pattern, and a combina-
tion of the URL of'the external application 33 and the URL of
the web browser of the web browser section 15 is detected in
the second pattern.

Note that the information indicated in the server variable
“REMOTE_ADDR?” is an IP address of a communication
destination of the web server section 17. The IP address is
information obtained from the communication destination of
the web server section 17.

The HTTP header “REFERER” of the control command
which is transmitted from the web browser section 15 to the
web server section 17 indicates a URL of the external appli-
cation 33 (which supplies HTML data of the operation screen
to the web browser section 15) which is connected with the
web browser section 15. The URL is written by the web
browser section 15 based on information which has been
obtained from the external application 33.

As described above, the storage location detecting section
17a detects, by referring to the server variable
“REMOTE_ADDR” or the HTTP header “REFERER”, a
URL of software from which a control command has been
transmitted. In other words, the storage location detecting
section 17a detects a URL of command-transmitted software
based on information obtained from the command-transmit-
ted software.

The judgment section 175 is a block which judges whether
or not a URL(s), indicated as location information of each ID
number, is(are) detected by the storage location detecting
section 17a. The judgment process is carried out, for the each
ID number indicated in the judgment table (see FIG. 2) stored
in the storage section 16, by comparing a URL(s), indicated as
location information of an item belonging to the each ID
number, with a URL(s) detected by the storage location
detecting section 17a. The following describes details of the
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judgment table (control command permission information
table) and details of how the judgment section 175 carries out
processes.

FIG. 2 illustrates an example of the judgment table. In the
judgment table, ID numbers are sequentially indicated, and
an item type, an item name, and location information are
indicated for each of the ID numbers (see FIG. 2). In the
present embodiment, location information is defined by one
(1) URL or a set of URLs belonging to one (1) ID number.
Specifically, in the judgment table shown in FIG. 2, one (1)
URL (http://example.com/app1/) belongs to an ID number 1,
and the one (1) URL belonging to the ID number 1 corre-
sponds to one piece of location information. Moreover, two
URLs (“http://localhost” and “http://example.com/app2/”)
belong to an ID number 2, and a combination of the two URLs
corresponds to one piece of location information.

In other words, in the judgment table shown in FIG. 2, the
ID number 1 is associated with the location information
indicative of the one (1) URL (http://example.com/appl/),
and the ID number 2 is associated with the location informa-
tion indicative of the two URLs (“http://localhost” and
“http://example.com/app2/”).

Notethat an ID number (e.g., ID number 2) associated with
location information indicative of a combination of a plurality
of URLs has a plurality of sub-ID numbers which are asso-
ciated with the plurality of URLs, respectively.

Moreover, in the judgment table shown in FIG. 2, an item
type and an item name represent a comparison target whose
URL is to be compared, in a judgment process (described
later), with a URL of an item indicated by the item type and
the item name. Specifically, a URL of an item belonging to the
ID number “1” is compared with a URL written in the server
variable “REMOTE_ADDR”. Alternatively, a URL of an
item belonging to a sub-ID number “1” of the ID number “2”
is compared with a URL written in the server variable
“REMOTE_ADDR?”, and a URL of an item belonging to a
sub-1D number “2” of the ID number “2” is compared with a
URL written in the HTTP header “REFERER”.

The location information indicates (i) a URL of software
which participates in a transmission of a control command
whose execution is permissible or (ii) a combination of URLs
of pieces of software which participates in a transmission of
a control command whose execution is permissible.

Specifically, in a case where a URL written in the server
variable “REMOTE_ADDR?” is identical to the URL “http://
example.com/app1/” when the web server section 17 receives
a control command, the judgment section 175 determines, in
the judgment process (described later), to permit execution of
the control command (see the location information of the ID
number 1 in FIG. 2). Alternatively, in a case where, when the
web server section 17 receives a control command, (i)a URL
written in the server variable “REMOTE_ADDR” is identical
to the URL “http://localhost™ and (ii) a URL written in the
HTTP header “REFERER?” is identical to the URL “http://
example.com/app2/”, the judgment section 175 determines,
in the judgment process (described later), to permit execution
of the control command (see the location information of the
ID number 2 in FIG. 2).

Note that the URL “http://example.com/app1/” in FIG. 2 is
a URL of one of the plurality of external applications 33
stored in the external application storage section 32; the URL
“http://localhost” in FIG. 2 is a URL of the web browser of the
web browser section 15; and the URL “http://example.com/
app2/” in FIG. 2 is a URL of another one of the plurality of
external applications 33 stored in the external application
storage section 32.
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The following describes how the judgment section 175
carries out the judgment process. The judgment section 175
carries out, for each ID number in the judgment table, the
judgment process for judging whether or not all URL(s) indi-
cated by location information belonging to the each ID num-
ber is(are) detected by the storage location detecting section
17a. Note that the judgment process is carried out in ascend-
ing order from the smallest ID number.

Specifically, in a case where the judgment section 175
determines, for a certain ID number, that all URLs indicated
by location information belonging to the certain ID number
are detected by the storage location detecting section 17a, the
judgment section 176 terminates the judgment process at the
time and then sends a judged result indicative of “true” to the
command permitting/prohibiting section 17¢. On the other
hand, in a case where the judgment section 175 determines,
for another certain ID number, that at least one of URLs all
indicated by location information belonging to the another
certain ID number is not detected by the storage location
detecting section 174, the judgment section 175 terminates
the judgment process carried out on the another certain 1D
number and then carries out a similar judgment process on a
next ID number. In a case where, after carrying out judgment
processes on all the ID numbers, the judgment section 175
determines, for each of the ID numbers, that at least one of
URLs indicated by location information is not detected by the
storage location detecting section 174, the judgment section
17b sends a judged result indicative of “false” to the com-
mand permitting/prohibiting section 17c¢.

Specifically, in a case where the judgment process is car-
ried out on an ID number (e.g., the ID number 1) associated
with location information containing one (1) URL and then
the URL is determined to be detected by the storage location
detecting section 17a, the judgment process is terminated at
the time and a judged result indicative of “true” is sent to the
command permitting/prohibiting section 17¢. On the other
hand, in a case where the judgment process is carried out on
an ID number (e.g., the ID number 1) associated with location
information containing one (1) URL and then the URL is
determined not to be detected by the storage location detect-
ing section 17a, the judgment process carried out on the ID
number is terminated, and then the judgment process is car-
ried out on a next ID number.

Ina case where the judgment process is carried outon an ID
number (e.g., the ID number 2) associated with location infor-
mation containing a plurality of URLs and then all the plu-
rality of URLs are determined to be detected by the storage
location detecting section 17a, the judgment process is ter-
minated at the time and then a judged result indicative of
“true” is sent to the command permitting/prohibiting section
17¢. On the other hand, in a case where the judgment process
is carried out on an ID number (e.g., the ID number 2) asso-
ciated with location information containing a plurality of
URLSs and then at least one of the plurality of URLs is deter-
mined not to be detected by the storage location detecting
section 17a, the judgment process carried out on the ID num-
ber is terminated, and then the judgment process is carried out
on a next ID number.

With the configuration, in a case where the URL “http://
example.com/appl/” is written in the server variable
“REMOTE_ADDR?” in the first pattern where the web server
section 17 receives a control command from the information
processing device 3, the storage location detecting section
17a detects the URL “http://example.com/appl/” from the
server variable “REMOTE_ADDR?”, and the judgment sec-
tion 175 determines, in the judgment process carried out on
the ID number 1, that the URL indicated by the location
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information belonging to the ID number 1 is detected by the
storage location detecting section 174 and then transmits a
judged result indicative of “true” to the permitting/prohibit-
ing section 17¢.

The storage location detecting section 174 and the judg-
ment section 175 carries out processes in a manner described
below, in a case where the URL “http://localhost” is written in
the server variable “REMOTE_ADDR” and the URL “http://
example.com/app2/” is written in the HTTP header “REF-
ERER” in the second pattern where the web browser section
15 causes the display section 115 to display an operation
screen indicated by HTML data supplied from the informa-
tion processing device 3 and then the web server section 17
receives, from the web browser section 15, a control com-
mand generated when an instruction is entered via the opera-
tion screen. First, the storage location detecting section 17a
detects (i) the URL “http://localhost” from the server variable
“REMOTE_ADDR?” and (ii) the URL “http://example.com/
app2/” from the HTTP header “REFERER”. Then, the judg-
ment section 175 determines, in the judgment process carried
out on the ID number 1, that the URL indicated by the location
information belonging to the ID number 1 is not detected by
the storage location detecting section 17a, because the stor-
age location detecting section 17a detects the URL “http://
localhost” from the server variable “REMOTE_ADDR”
instead of the URL “http://example.com/app1/”. On the other
hand, the judgment section 175 (i) determines, in the judg-
ment process carried out on the ID number 2, that all the
URLSs contained in the location information belonging to the
ID number 2 are detected by the storage location detecting
section 17a, because the storage location detecting section
17a detects the URL “http://localhost” from the server vari-
able “REMOTE_ADDR” and the URL “http://example.com/
app2/” from the HTTP header “REFERER”, and then (ii)
transmits a judged result indicative of “true” to the command
permitting/prohibiting section 17¢.

In a case where a judged result indicative of “true” is
transmitted from the judgment section 175 to the command
permitting/prohibiting section 17¢, the command permitting/
prohibiting section 17¢ determines to permit execution of the
control command received by the web server section 17 and
then transmits, to the device control section 10, an instruction
on executing a process corresponding to the control com-
mand. On the other hand, in a case where a judged result
indicative of “false” is transmitted from the judgment section
1754 to the command permitting/prohibiting section 17¢, the
command permitting/prohibiting section 17¢ determines to
prohibit execution of the control command received by the
web server section 17 and then carries out an error response
process (i.e., output of an error notification).

The following describes a flow of processes which are
carried out by the web server section 17 when the web server
section 17 receives a control command, with reference to a
flowchart shown in FIG. 3. In a step S101, the web server
section 17 is waiting for a reception of an HTTP request.
When the web server section 17 receives an HTTP request
(YES in S101), the web server section 17 judges whether or
not the received HTTP request is a control command (S102).

In a case where the web server section 17 determines that
the received HTTP request is not a control command (NO in
S102), the process returns to the step S101. Whereas, in a case
where the web server section 17 determines that the received
HTTP request is a control command (YES in S102), the
process proceeds to a step S103.

In the step S103, the web server section 17 detects a URL
of software (application, web browser) which has partici-
pated in the transmission of the received control command. In

10

15

20

25

30

35

40

45

50

55

60

65

12

a step S104, the web server section 17 judges, for each piece
of location information in the judgment table stored in the
storage section 16, whether or nota URL (or a combination of
URLSs) indicated by the each piece of location information is
detected in the step S103. In a case where the web server
section 17 determines that such a URL (or a combination of
URLSs) is detected in the step S103, the web server section 17
permits execution of the control command (S105). Whereas,
in a case where the web server section 17 determines that such
a URL is not detected in the step S103, the web server section
17 carries out an error response process (i.e., output of an
error notification) (S106). After the step S105 or S106, the
process of the web server section 17 returns to the step S101.

As described above, the multifunction peripheral 1 of the
present embodiment includes (i) the web server section which
receives a control command transmitted by software and (ii)
the storage section 16 which stores the judgment table which
contains at least one piece of location information indicative
of a URL of software which transmits a control command
whose execution is permissible. The web server section 17
includes (a) the storage location detecting section 17a which
detects a URL of software which has participated in a trans-
mission of a received control command, (b) the judgment
section 175 which judges whether or not the URL indicated
by the location information is detected by the storage location
detecting section 17a, and (¢) the command permitting/pro-
hibiting section 17¢ which (I) prohibits execution of the
received control command in a case where the judgment
section 175 determines that the URL indicated by the location
information is not detected by the storage location detecting
section 17a or (II) permits execution of the received control
command in a case where the judgment section 176 deter-
mines that the URL indicated by the location information is
detected by the storage location detecting section 17a.

With the configuration, it is possible to prohibit, without
prohibiting execution of a control command transmitted from
highly-reliable software, execution of a control command
transmitted from hardly-reliable software, provided that loca-
tion information indicative of a URL of the highly-reliable
software is written in the judgment table while location infor-
mation indicative of a URL of the hardly-reliable software is
not written in the judgment table. Moreover, in the configu-
ration of the present embodiment, only execution of a control
command is prohibited in a case where the judgment section
17b determines that the URL indicated by the location infor-
mation contained in the judgment table is not detected by the
location detecting section 17a. In other words, it is not pro-
hibited to carry out information communication with soft-
ware which has participated in the transmission of the control
command whose execution is prohibited. The multifunction
peripheral 1 of the present embodiment therefore makes it
possible to prohibit execution of a control command trans-
mitted by hardly-reliable software but not to prohibit execu-
tion of a control command transmitted by highly-reliable
software, while communication of information other than the
control command is not blocked.

The web server section 17 of the present embodiment
receives a control command (hereinafter, referred to as “first
control command”) which is issued by cooperation of plural
pieces of software (e.g., the external application 33 and the
web browser). The judgment table stored in the storage sec-
tion 16 contains pieces of location information at least one of
whichis first location information indicating URLs of respec-
tive pieces of software which participate in a transmission of
a first control command whose execution is permissible.
When the web server section 17 receives a certain first control
command, (a) the storage location detecting section 17a



US 9,170,762 B2

13

detects storage locations of respective pieces of software
which has participated in the transmission of the certain first
control command, (b) the judgment section 175 judges, by
referring to the judgment table stored in the storage section
16, whether or not all storage locations indicated by the first
location information are detected by the storage location
detecting section 17a, and (¢) the command permitting/pro-
hibiting section 17¢ (i) prohibits execution of the certain first
control command in a case where the judgment section 175
determines thatnot all the storage locations (URLs) indicated
by the first location information are detected by the storage
location detecting section 174 or (ii) permits execution of the
certain first control command in a case where the judgment
section 175 determines that all the storage locations (URLs)
indicated by the first location information are detected by the
storage location detecting section 17a.

This configuration makes it possible to properly judge
whether to execute a control command which has been issued
by cooperation of plural pieces of software. It is therefore
possible to employ a configuration in which, for example, (i)
execution of a first control command, which has been trans-
mitted by cooperation of a web browser of the web browser
section 15 and hardly-reliable application software, is pro-
hibited, whereas (ii) execution of another first control com-
mand, which has been transmitted by cooperation of the web
browser and highly-reliable application software, is permit-
ted.
<Modification Example>

The following describes a modification example of the
present invention. In the following modification example,
differences from the above embodiment are described, and
only a part of the same configuration is described while most
of the same configuration is omitted.

In the present modification example, the storage section 16
stores, instead of the judgment table shown in FIG. 2, an
application registration table shown in FIG. 4(a) and a judg-
ment table shown in FIG. 4(5).

The application registration table shown in FI1G. 4(a) con-
tains (i) a name (application name) of application used in the
multifunction peripheral 1, (ii) an application number used to
identify the application, and (iii) a URL of the application,
where the application name, the application number, and the
URL are associated with each other.

The judgment table shown in FIG. 4(4) is basically identi-
cal to the judgment table shown in FIG. 2, except that the
judgment table shown in FIG. 4(5) indicates, for an item or a
sub-item, an application number of an application stored at a
URL which is associated with the item or the sub-item. That
is, in the judgment table shown in FIG. 4(5), location infor-
mation containing a URL of an application and an application
number of the application are associated with each other.

Moreover, in the present modification example, the web
server section 17 includes a number detecting section (not
illustrated) which (i) detects, when the web server section 17
receives a control command, a name of an application which
is currently being used by the multifunction peripheral 1 and
then (ii) detects, based on the detected application name and
the application registration table shown in FIG. 4(a), an appli-
cation number of the application which is currently being
used by the multifunction peripheral 1.

Then, the storage location detecting section 17a detects a
storage location of software which has participated in the
transmission of the control command. This process is carried
outin a manner similar to that of the above described embodi-
ment. The judgment section 175 selects, out of ID numbers
indicated in the judgment table (see FIG. 4(b)) stored in the
storage section 16, only an ID number associated with the
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application number detected by the number detecting section.
Then, the judgment section 175 judges, only for the selected
ID number, whether or not all URLs indicated by location
information belonging to the selected ID number are detected
by the storage location detecting section 17a.

In a case where the judgment section 175 determines, for a
certain ID number, that all URLSs contained in location infor-
mation belonging to the certain ID number are detected by the
storage location detecting section 174, the judgment section
1756 terminates the judgment process at the time and transmits
a judged result indicative of “true” to the command permit-
ting/prohibiting section 17¢. This process is carried out in a
manner similar to that of the above described embodiment.
On the other hand, in a case where the judgment section 175
determines, for another certain ID number, that at least one of
URLs all contained in location information belonging to the
another certain 1D number is not detected by the storage
location detecting section 174, the judgment section 175 ter-
minates the judgment process carried out on the another cer-
tain ID number and then carries out a similar judgment pro-
cess on a next ID number. In a case where, as a result of
judgment processes carried out on all the ID numbers, the
judgment section 175 determines, for each of the selected ID
numbers, that at least one of URLs contained in location
information is not detected by the storage location detecting
section 174, the judgment section 176 transmits a judged
result indicative of “false” to the command permitting/pro-
hibiting section 17¢.

Inthe present modification example, the storage section 16
stores location information indicative of a URL of an appli-
cation (i.e., software) and an application number (i.e., soft-
ware information) indicative of the application, where the
location information and the application number are associ-
ated with each other. The judgment section 175 carries out the
judgment process by referring to, out of pieces of location
information stored in the storage section 16, only a piece of
location information which is associated with an application
number indicating an application which is being used by the
multifunction peripheral 1.

With the configuration, a control command transmitted by
software, which is not currently being used by the multifunc-
tion peripheral 1, is not executed. This makes it possible to
reinforce security. The following describes the reason why
the security is reinforced by prohibiting execution of the
control command transmitted by the software which is not
currently being used by the multifunction peripheral 1.

For example, it is assumed that there are applications A and
B which employ identical or similar operation screens. The
application A is software which transmits scanned image data
to an address a. The application B is software which transmits
scanned image data to an address b. In a case where the
multifunction peripheral 1 receives, from the application B, a
control command indicative of an instruction on displaying
the operation screen of the application B, while the applica-
tion A is being used (executed) by the multifunction periph-
eral 1 (i.e., the operation screen of the application A is being
displayed on the multifunction peripheral 1), if execution of
the control command would be permitted, (i) the operation
screen of the application A being displayed on the multifunc-
tion peripheral 1 would be switched to the operation screen of
the application B and (ii) the multifunction peripheral 1
would be shifted from the state where the application A is
being executed to a state where the application B is being
executed. In this case, the operation screen of the application
A is identical or similar to that of the application B, and
therefore there may be a risk that a user continues operation
without noticing that the application being executed has been
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changed. If the user continues the operation without noticing
the change of the application being executed, image data,
which should be transmitted to the address a, would be trans-
mitted to the address b. This leads to leakage of information.
On the other hand, with the configuration of the present
modification example, execution of a control command,
which is transmitted from an application which is not being
used by the multifunction peripheral 1, is prohibited. This
makes it possible to prevent the leakage of information (i.e.,
the security is reinforced).

<Application Package>

The following describes how to register, on the judgment
table shown in FIG. 4(4), location information, an item name,
an item type, and an application number which are associated
with a certain application (hereinafter, referred to as “appli-
cation C”), with reference to a flowchart shown in FIG. 6.

First, an application package, which contains location
information, a URL, an item type, an item name, an applica-
tion number, an application name, and identification informa-
tion which are associated with the application C, is stored in
a removable storage medium (e.g., a USB memory device).
Note that FIG. 5(a) shows a table indicating the application
name and the URL contained in the application package. F1G.
5(b) shows a table indicating the item type, the item name,
and the location information contained in the application
package.

Then, the removable storage medium (removable medium)
storing the application package (package information) is
inserted in a slot of the multifunction peripheral 1 so that the
application package stored in the removable storage medium
is installed in the multifunction peripheral 1.

When the installation is started, the device control section
10 of the multifunction peripheral 1 loads, into a memory (not
illustrated) of the multifunction peripheral 1, various kinds of
information contained in the application package (S11).

Then, the device control section 10 judges whether or not
the identification information loaded in the memory is valid
(812). The following concretely describes this process. The
identification information is an identifier (e.g., a vendor key)
which indicates authenticity ofthe application package. In the
multifunction peripheral 1, information identical to the iden-
tification information is registered in advance. In the step S12,
the device control section 10 compares the identification
information (hereinafter, referred to as “first identification
information”) loaded in the memory with identification infor-
mation (second identification information) which has been
registered in advance. In a case where the first information is
identical to the second information, the device control section
10 determines that the first identification information is
“valid”. Whereas, in a case where the first information is
different from the second information, the device control
section 10 determines that the first identification information
is “invalid”.

In a case where the device control section 10 determines
that the first identification information is invalid (NO in S12),
the device control section 10 terminates the process without
registering, on the storage section 16, the information in the
application package which has been loaded in the memory.

Whereas, in a case where the device control section 10
determines that the first identification information is valid
(YES in S12), the device control section 10 registers, on the
application registration table of FIG. 4(a), the application
name and the URL shown in FIG. 5(a) (S13). At the time, an
application number shown in FIG. 4(a) is assigned by the
device control section 10.

After the process of the step S13 is finished, the device
control section 10 registers, on the judgment table of FIG.
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4(b), the item type, the item name, and the location informa-
tion which are shown in FIG. 5(b) and the application number
assigned in the step S13 (S14). At the time, an ID number in
the judgment table of FIG. 4(b) is assigned by the device
control section 10, and an ID number indicated in the table of
FIG. 5(b) is used as a sub-ID number in the judgment table of
FIG. 4(b). After the step S14, the device control section 10
finishes the entire processes.

Note that the processes shown in FIG. 6, which are
described as above, are processes of registration on the judg-
ment table shown in FIG. 4(b). However, the processes shown
in FIG. 6 can be applied to processes of registration on the
judgment table shown in FIG. 2. Note however that, in the
registration processes on the judgment table shown in FIG. 2,
the step S13 is omitted, and the registration of the application
number in the step S14 is also omitted. Moreover, in the
registration processes on the judgment table shown in FIG. 2,
the application package does not need to contain the applica-
tion name and the URL shown in FIG. 5(a).

In the processes described above, when the application
package is installed in the multifunction peripheral 1, the
device control section (registration section) 10 collectively
registers, on the storage section 16, the various kinds of infor-
mation such as the location information, the item type, the
item name, and the application name contained in the appli-
cation package. This brings about an advantageous effect of
simplification of the registration process.

Moreover, ina case where the application package contains
various kinds of information, which are required for operat-
ing the application, in addition to the pieces of information
shown in FIG. 5(a) and FIG. 5(b), such various kinds of
information can also be collectively registered. This makes it
possible to further simplity the registration process.

Moreover, in the processes described above, the device
control section 10 judges the validity of the identification
information in the application package, and the registration
processes in the steps S13 and S14 are carried out when the
identification information is valid. This makes it possible to
register only location information which is associated with a
highly reliable application. Moreover, the application pack-
age of the present embodiment is supplied from the remov-
able medium to the multifunction peripheral 1. That is, the
application package of the present embodiment is not trans-
mitted via the communication network 50. Therefore, the
identification information cannot be leaked in the communi-
cation network 50.

Note that, in the embodiment described above, the judg-
ment section 175 judges, for each ID number, whether or not
all URLs contained in location information belonging to the
each ID number are detected by the storage location detecting
section 17a. In the judgment process, the judgment section
175 may determine that a first URL in location information is
detected by the storage location detecting section 17a, only
when the first URL is completely identical to a URL detected
by the storage location detecting section 17a. Alternatively,
the judgment section 176 may also determine that the first
URL is detected by the storage location detecting section 17a,
when the first URL is identical to a beginning portion of the
URL detected by the storage location detecting section 17a.
For example, the URL of the ID number 1 in FIG. 2 may be
determined to be detected by the storage location detecting
section 17a only when a URL detected by the storage location
detecting section 17a is the URL “http://example.com/
appl/”. Alternatively, for example, the URL of the ID number
1 in FIG. 2 may be determined to be detected by the storage
location detecting section 174, not only in the case where the
URL “http://example.com/appl/” is detected by the storage
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location detecting section 174, but also in a case where a URL
“http://example.com/app1/pagel .html” or a URL “http://ex-
ample.com/appl/somepage.html” is detected by the storage
location detecting section 17a.

In the present embodiment, the URLs are used as informa-
tion for indicating storage locations of pieces of software such
as the external application and the web browser. However, [P
addresses may be used instead of the URLs.

Moreover, in the present embodiment, the web server sec-
tion 17 (7) includes the storage location detecting section 17a,
the judgment section 175, and the command permitting/pro-
hibiting section 17¢ and (ii) serves as the execution permis-
sion judging section which judges whether or not to permit
execution of a control command received from software.
However, the present embodiment is not limited to the con-
figuration. That is, the storage location detecting section 17a,
the judgment section 175, and the command permitting/pro-
hibiting section 17¢ may be provided in a block other than the
web server section 17. In such a case, the block serves as the
execution permission judging section. For example, it is pos-
sible that the device control section 10 (i) includes the storage
location detecting section 17a, the judgment section 175, and
the command permitting/prohibiting section 17¢ and (ii)
serves as the execution permission judging section which
judges whether or not to permit execution of a control com-
mand received from software.

The present invention is not limited to the embodiments,
but can be altered by a skilled person in the art within the
scope of the claims. An embodiment derived from a proper
combination of technical means disclosed in respective dif-
ferent embodiments is also encompassed in the technical
scope of the present invention.

Note that each block of the web server section 17, the web
browser section 15, and the device control section 10 can be
configured by hardware logic or realized by software with the
use of CPU as follows.

That is, each block of the web server section 17, the web
browser section 15, and the device control section 10 includes
a CPU (central processing unit), a ROM (read only memory),
a RAM (random access memory), and a storage device (stor-
age medium) such as a memory. The CPU executes instruc-
tions of control programs for realizing the functions. In the
ROM, the programs are stored. Into the RAM, the programs
are loaded. In the storage device, the programs and various
data are stored. The objective of the present invention can also
be achieved, by (i) supplying, to the multifunction peripheral
1, a storage medium in which program codes (executable
programs, intermediate code programs, source programs) of
control programs serving as software for realizing the func-
tions are stored so that a computer can read them and then (ii)
causing the computer (or CPU or MPU) to read and execute
the program codes stored in the storage medium.

The storage medium can be, for example, a tape, such as a
magnetic tape or a cassette tape; a disk including (i) a mag-
netic disk such as a Floppy (Registered Trademark) disk or a
hard disk and (ii) an optical disk such as CD-ROM, MO, MD,
DVD, or CD-R; acard suchas an IC card (memory card) or an
optical card; or a semiconductor memory such as a mask
ROM, EPROM, EEPROM, or flash ROM.

Alternatively, the multifunction peripheral 1 can be
arranged to be connected to a communication network so that
the program codes are delivered over the communication
network. The communication network is not limited to a
specific one, and therefore can be, for example, the Internet,
an intranet, extranet, LAN, ISDN, VAN, CATV communica-
tions network, virtual private network, telephone line net-
work, mobile communications network, or satellite commu-
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nications network. The transfer medium which constitutes the
communication network is not limited to a specific one, and
therefore can be, for example, wired line such as IEEE 1394,
USB, electric power line, cable TV line, telephone line, or
ADSL line; or wireless such as infrared radiation (IrDA,
remote control), Bluetooth (Registered Trademark), 802.11
wireless, HDR, mobile telephone network, satellite line, or
terrestrial digital network.

The present embodiment is applicable to a multifunction
peripheral which carries out a plurality of functions such as a
copying function, scanning function, and a facsimile func-
tion.
<Recapitulation of Embodiments>

As described above, a multifunction peripheral of the
present embodiment includes: a web server section (execu-
tion permission judging section) which receives a control
command transmitted by software; and a storage section
which stores at least one piece of location information each
indicative of a storage location of software which transmits a
control command whose execution is permissible, the web
server section including: a storage location detecting section
which detects a storage location of the software which has
participated in the transmission of the control command
received, a judgment section which judges whether or not the
storage location indicated by the location information is
detected by the storage location detecting section, and a com-
mand permitting/prohibiting section, in a case where the
judgment section determines that the storage location indi-
cated by the location information is not detected by the stor-
age location detecting section, the command permitting/pro-
hibiting section prohibiting execution of the control
command received, or in a case where the judgment section
determines that the storage location indicated by the location
information is detected by the storage location detecting sec-
tion, the command permitting/prohibiting section permitting
execution of the control command received.

According to the configuration of the present embodiment,
it is possible to prohibit, without prohibiting execution of a
control command transmitted from highly-reliable software,
execution of a control command transmitted from hardly-
reliable software, provided that the storage section stores
location information indicative of a storage location of the
highly-reliable software but does not store location informa-
tion indicative of a storage location of the hardly-reliable
software. Moreover, in the present invention, only execution
of'a control command is prohibited in a case where the judg-
ment section determines that the storage location indicated by
the location information stored in the storage section is not
detected by the storage location detecting section. In other
words, it is not prohibited to carry out information commu-
nication with software which has participated in the transmis-
sion of the control command whose execution is prohibited.
The multifunction peripheral of the present invention there-
fore makes it possible to prohibit execution of a control com-
mand transmitted from hardly-reliable software but not to
prohibit execution of a control command transmitted from
highly-reliable software, while communication of informa-
tion other than the control command is not blocked.

In the multifunction peripheral of the present embodiment,
in addition to the configuration, the control command
received by the web server section includes a first control
command which is transmitted by cooperation of plural
pieces of software; at least one piece of the location informa-
tion stored in the storage section is first location information
indicative of storage locations of respective pieces of soft-
ware which participate in a transmission of a first control
command whose execution is permissible; and in a case
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where the web server section receives a first control com-
mand, (a) the storage location detecting section detects stor-
age locations of the respective pieces of software which have
participated in a transmission of the received first control
command, (b) the judgment section refers to the storage sec-
tion so as to judge whether or not all the storage locations
indicated by the first location information are detected by the
storage location detecting section, and (¢) in a case where the
judgment section determines that not all the storage locations
indicated by the first location information are detected by the
storage location detecting section, the command permitting/
prohibiting section prohibits execution of the received first
control command, or in a case where the judgment section
determines that all the storage locations indicated by the first
location information are detected by the storage location
detecting section, the command permitting/prohibiting sec-
tion permits execution of the received first control command.

With the configuration, it is possible to accurately deter-
mine whether or not to execute a first control command issued
by cooperation of plural pieces of software. For example, it is
possible to provide a configuration in which execution of a
control command, which is transmitted by cooperation of a
browser A and hardly-reliable application software B, is pro-
hibited, whereas execution of a control command, which is
transmitted by cooperation of the browser A and highly-
reliable application software C, is permitted.

In the multifunction peripheral of the present embodiment,
in addition to the configuration, the storage section stores (a)
the location information and (b) software information regard-
ing the software stored at the storage location indicated by the
location information, the location information and the soft-
ware information being associated with each other; and the
judgment section carries out the judgment by referring to, out
of the pieces of location information stored in the storage
section, only a piece of location information associated with
software information regarding software which is being used
by the multifunction peripheral.

According to the configuration, execution of a control
command issued by software which is not currently being
used by the multifunction peripheral is prohibited, even
though the software is highly-reliable software. This makes it
possible to reinforce security.

In addition to configuration, the multifunction peripheral
of the present embodiment further includes a registration
section, when package information, which contains the loca-
tion information, is installed in the multifunction peripheral
from a removable medium inserted in the multifunction
peripheral, the registration section registering, on the storage
section, the location information contained in the package
information.

According to the configuration, the location information
can be registered in the multifunction peripheral only by
installing the package information containing the location
information. This brings about an advantageous effect of
simplifying the registration of the location information.
Moreover, in a case where the package information contains
various kinds of information, which are required for operat-
ing the software, in addition to the location information, such
various kinds of information can also be collectively regis-
tered. This makes it possible to further simplify the registra-
tion process.

Note that the web server section of the present embodiment
can be realized by a computer. In such a case, the present
embodiment encompasses (i) a program which causes the
computer to serve as the web server section and (ii) a com-
puter-readable storage medium in which the program is
stored.
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As described above, the multifunction peripheral of the
present embodiment makes it possible to prohibit execution
of a control command transmitted from hardly-reliable soft-
ware but not to prohibit execution of a control command
transmitted by highly-reliable software, while communica-
tion of information other than the control command is not
blocked.

REFERENCE SIGNS LIST

1: Multifunction peripheral
3: Information processing device
10: Device control section (registration section)
11: Operation section
11a: Input section
115: Display section
15: Web browser section
16: Storage section
17: Web server section (execution permission judging sec-
tion)
17a: Storage location detecting section
17b: Judgment section
17¢: Command permitting/prohibiting section
31: External application section
32: External application storage section
33: External application
40: Communication network
100: Multifunction peripheral control system
The invention claimed is:
1. A multifunction peripheral comprising:
an execution permission judging section which judges
whether or not to permit execution of a control command
received from software; and
a storage section which stores at least one piece of location
information each indicative of a URL of a storage loca-
tion of software which transmits a control command
whose execution is permissible,
the execution permission judging section including:
astorage location detecting section which detects a URL
of a storage location of the software which has par-
ticipated in the transmission of the control command
received,

a judgment section which judges whether or not the
URL indicated by the location information is detected
by the storage location detecting section, and

a command permitting/prohibiting section,
in a case where the judgment section determines that

the URL indicated by the location information is
not detected by the storage location detecting sec-
tion, the command permitting/prohibiting section
prohibiting execution of the control command
received, or
in a case where the judgment section determines that
the URL indicated by the location information is
detected by the storage location detecting section,
the command permitting/prohibiting section per-
mitting execution of the control command
received.
2. The multifunction peripheral as set forth in claim 1,
wherein:
the control command received by the execution permission
judging section includes a first control command which
is transmitted by cooperation of plural pieces of soft-
ware;
at least one piece of the location information stored in the
storage section is first location information indicative of
URLSs of storage locations of respective pieces of soft-
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ware which participate in a transmission of a first control

command whose execution is permissible; and

in a case where the execution permission judging section
receives a first control command,

(a) the storage location detecting section detects URLs of
storage locations of the respective pieces of software
which have participated in a transmission of the received
first control command,

(b) the judgment section refers to the storage section so as
to judge whether or not all the URLs indicated by the
first location information are detected by the storage
location detecting section, and

(c) ina case where the judgment section determines that not
all the URLs indicated by the first location information
are detected by the storage location detecting section,
the command permitting/prohibiting section prohibits
execution of the received first control command, or in a
case where the judgment section determines that all the
URLs indicated by the first location information are
detected by the storage location detecting section, the
command permitting/prohibiting section permits execu-
tion of the received first control command.

3. The multifunction peripheral as set forth in claim 1,

wherein:

the storage section stores (a) the location information and
(b) software information regarding the software stored at
the storage location indicated by the location informa-
tion, the location information and the software informa-
tion being associated with each other; and

the judgment section carries out the judgment by referring
to, out of the pieces of location information stored in the
storage section, only a piece of location information
associated with software information regarding soft-
ware which is being used by said multifunction periph-
eral.

4. The multifunction peripheral as set forth in claim 1,

further comprising a registration section,

when package information, which contains the location
information, is installed in said multifunction peripheral
from a removable medium inserted in said multifunction
peripheral, the registration section registering, on the
storage section, the location information contained in
the package information.

5. A non-transitory computer-readable storage medium
which stores a control program for controlling a multifunc-
tion peripheral recited in claim 1, the control program causing
a computer to serve as the execution permission judging
section.

6. A multifunction peripheral control system comparing:

a multifunction peripheral; and

an information processing device which communicate
with the multifunction peripheral via a communication
network,

the information processing device including:

a software storage section which stores software for
generating a control command for controlling the
multifunction peripheral, and

acommand generating section for generating the control
command with use of the software and transmitting
the control command to the multifunction peripheral,

the multifunction peripheral including:

an execution permission judging section which, upon
receipt of the control command, judges whether or not
to permit execution of the control command, and

a location information storage section which stores at
least one piece of location information each indicative
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of URL of a storage location of software which trans-
mits a control command whose execution is permis-
sible,
the execution permission judging section including:

astorage location detecting section which detects a URL
of a storage location of the software which has par-
ticipated in the transmission of the control command
received,

a judgment section which judges whether or not the
URL indicated by the location information is detected
by the storage location detecting section, and

a command permitting/prohibiting section,

in a case where the judgment section determines that the
URL indicated by the location information is not
detected by the storage location detecting section, the
command permitting/prohibiting section prohibiting
execution of the control command received, or

in a case where the judgment section determines that the
URL indicated by the location information is detected
by the storage location detecting section, the com-
mand permitting/prohibiting section permitting
execution of the control command received.

7. A multifunction peripheral comprising:

an execution permission judging section which judges
whether or not to permit execution of a control command
received from software; and

a storage section which stores at least one piece of location
information each indicative of an IP address of a storage
location of software which transmits a control command
whose execution is permissible,

the execution permission judging section including:

a storage location detecting section which detects an IP
address of a storage location of the software which has
participated in the transmission of the control com-
mand received,

a judgment section which judges whether or not the IP
address indicated by the location information is
detected by the storage location detecting section, and

a command permitting/prohibiting section,
in a case where the judgment section determines that

the IP address indicated by the location information
is not detected by the storage location detecting
section, the command permitting/prohibiting sec-
tion prohibiting execution of the control command
received, or
in a case where the judgment section determines that
the IP address indicated by the location information
is detected by the storage location detecting sec-
tion, the command permitting/prohibiting section
permitting execution of the control command
received.
8. The multifunction peripheral as set forth in claim 7,
wherein:
the control command received by the execution permission
judging section includes a first control command which
is transmitted by cooperation of plural pieces of soft-
ware;
at least one piece of the location information stored in the
storage section is first location information indicative of
IP addresses of storage locations of respective pieces of
software which participate in a transmission of a first
control command whose execution is permissible; and
in a case where the execution permission judging section
receives a first control command,
(a) the storage location detecting section detects IP
addresses of storage locations of the respective pieces of
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software which have participated in a transmission of the
received first control command,

(b) the judgment section refers to the storage section so as
to judge whether or not all the IP addresses indicated by
the first location information are detected by the storage
location detecting section, and

(c) ina case where the judgment section determines that not
all the IP addresses indicated by the first location infor-
mation are detected by the storage location detecting
section, the command permitting/prohibiting section
prohibits execution of the received first control com-
mand, or in a case where the judgment section deter-
mines that all the IP addresses indicated by the first
location information are detected by the storage location
detecting section, the command permitting/prohibiting
section permits execution of the received first control
command.

9. The multifunction peripheral as set forth in claim 7,

wherein:

the storage section stores (a) the location information and
(b) software information regarding the software stored at
the storage location indicated by the location informa-
tion, the location information and the software informa-
tion being associated with each other; and

the judgment section carries out the judgment by referring
to, out of the pieces of location information stored in the
storage section, only a piece of location information
associated with software information regarding soft-
ware which is being used by said multifunction periph-
eral.

10. The multifunction peripheral as set forth in claim 7,

further comprising a registration section,

when package information, which contains the location
information, is installed in said multifunction peripheral
from a removable medium inserted in said multifunction
peripheral, the registration section registering, on the
storage section, the location information contained in
the package information.

11. A non-transitory computer-readable storage medium
which stores a control program for controlling a multifunc-
tion peripheral recited in claim 7, the control program causing
a computer to serve as the execution permission judging
section.
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12. A multifunction peripheral control system comparing:

a multifunction peripheral; and

an information processing device which communicate
with the multifunction peripheral via a communication
network,

the information processing device including:

a software storage section which stores software for
generating a control command for controlling the
multifunction peripheral, and

acommand generating section for generating the control
command with use of the software and transmitting
the control command to the multifunction peripheral,

the multifunction peripheral including:

an execution permission judging section which, upon
receipt of the control command, judges whether or not
to permit execution of the control command, and

a location information storage section which stores at
least one piece of location information each indicative
of an IP address of a storage location of software
which transmits a control command whose execution
is permissible,

the execution permission judging section including:

a storage location detecting section which detects an IP
address of a storage location of the software which has
participated in the transmission of the control com-
mand received,

a judgment section which judges whether or not the IP
address indicated by the location information is
detected by the storage location detecting section, and

a command permitting/prohibiting section,

in a case where the judgment section determines that the
1P address indicated by the location information is not
detected by the storage location detecting section, the
command permitting/prohibiting section prohibiting
execution of the control command received, or

in a case where the judgment section determines that the
IP address indicated by the location information is
detected by the storage location detecting section, the
command permitting/prohibiting section permitting
execution of the control command received.
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